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QuUICk POl

Who always use the same PW for every new
account on a new site?

Who has an OpenlD?

Who has a Google Account?
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prove you are really who you suppose to be

Authentication

Username & Password Challenge-response Public-Private Key

V.

what are you allowed to do

AutNorization

ACL (Access Control List) RBAC (Role-based Access Control)
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ability to uniquely identify yourself

dentity

Your Name AHV-Nr / SSN

V.

ability to control what others know about you

Privacy

can you keep a secret? Virtualization
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Fingerprint




how much can | depend on you?

Trust

V.

control

how much information am | going to give?
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oS00

Single-sign-0On

using the same automatic
credentials to access authentication beyond
multiple services session and service
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| OpeniD

and friends.

Authentication
ldentity
SSO
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Jse a URI™ as
Usermamel

| own keepthebyte.ch

- why not using it as my global username?

|OC8|.ChQ *also known as URL



Time tor a demo...
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Process Overview

relying party
e.g. your site

- T S

identifier

2. associate
handle

3. redirect
over UA

end user w/ 4. login 5. redirect
user agent over UA
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|dent|ty prowder
e.g. myopenid.com

|Oca|.Ch Download at http://www.flickr.com/photos/keepthebyte/347821691/



with Auto Login

relying party
e.g. your site
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1. send T

identifier 2. associate

: / 3. redirect handle
over UA

end user w/ 4. redirect
user agent over UA

identity provider
e.g. myopenid.com
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Stateless (Dump Mode)

relying party
e. g your sﬁe

1. send
identifier

2. redirect
over UA

end user w/ 3. login redwect
user agent over U 5. check

\ authentlcatlon

|denttty prowder
e.g. myopenid.com

Not recommended due Security Issue!

ocalch®



.. Instant (Immediate Mode)

relying party
e.g. your site
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identity provider
e.g. myopenid.com

w
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Delegated Authentication

My OpenlD:
keepthebyte. myopenid.com

Add these lines to the root HTML document of the domain “keepthebyte.ch”:

<link rel="openid.server" href="http://www.myopenid.com/server" />
<link rel="openid.delegate" href="http://keepthebyte.myopenid.com" />
<meta http-equiv="X-XRDS-Location" content="http://keepthebyte.myopenid.com/xrds" />

Now | can use this as my OpenlD:

keepthebyte.ch
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Properties =xchange

Manage personal profile

Persona Name Default

information centrally on the @ Make this my default persona
Open|D Provider site I Make this my public persona

Maybe even have multiple Full Name Céaric Husier
Persona -— Ilke MyOpenID IS E-mail Address myopenid@keepthebyte.com
Offering Birth Date ' Month -:] Dav-#] Year | %

Postal Code

Gender ' - i+

Country switzerland

Time Zone Europe/Zurich

Preferred Language ' English

—Default

Define what profile properties
are allowed to be share with
the site you like to IOgin E-mail Address myopenid@keepthebyte.com

& W | W i
Allow Forewver Allow Once Dy
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mMplementation magfiolia
LS Technorati’ %dbra\,e. @

The Free Travel Guide

LIVEJOURNAL
E."CC gOpinity

& MQVABLETYPE
Publishing Platform

OpenlD Providers

- MyOpenlD.com, VeriSign PIP, ...
- List: openid.net/wiki/index.php/Public_OpenlD_providers

Specification
- openid.net

List of Libraries & Enabled Software
- openid.net/wiki/index.php/Libraries
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http://openid.net/wiki/index.php/Libraries/
http://openid.net/wiki/index.php/Libraries/
http:/openid.net/
http:/openid.net/
http://myopenid.com/
http://myopenid.com/
http://pip.verisignlabs.com/
http://pip.verisignlabs.com/
http:/openid.net/wiki/index.php/Public_OpenID_providers/
http:/openid.net/wiki/index.php/Public_OpenID_providers/
http://www.zooomr.com/
http://www.zooomr.com/
http://technorati.com/weblog/2006/10/144.html
http://technorati.com/weblog/2006/10/144.html
http://Opinity.com
http://Opinity.com
http://ma.gnolia.com/
http://ma.gnolia.com/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://wikitravel.org/
http://www.livejournal.com/
http://www.livejournal.com/
http://www.sixapart.com/movabletype/
http://www.sixapart.com/movabletype/

ANd You?

EMERGIMG

Create your own OpenlD Who is the Dick
on your site?

Make your blog/site OpenlD ready! E

A good starting point is to allow users to sign
comments and leave ratings with OpenID

Fun! Enjoy a speech from Dic
about Identity 2.0

Show friends how it works...

R

How to use OpenlD

Simon Willison, 22nd December 2006

http://simonwillison.net/2006/openid-screencast/



http://identity20.com/media/ETECH_2006/
http://identity20.com/media/ETECH_2006/
http://simonwillison.net/2006/openid-screencast/
http://simonwillison.net/2006/openid-screencast/

ANd what albbout

Choose a card to send to "Overdue Media®

1. AuthSub HTTPP‘ 2. Access Consent, T
request G{)USIE' Accounts page - card you mest recently sent to this st

Learn more about

4 Redirect Authentication 3. Login data and “Overdue Media”

Web with token google. comiauthsubrequest accept/deny access . s 7 neari Add a card

Appl icatiﬂl'l - . i — sremmea: : Expaort cards

| 5. Service raguast' ) . iltr,’ur.pgr.
with foken Google Service _ P— e

&. Response from Access -
< service )
weaw_goagla com'<servicename=

Accounts

Qasis SAML 2.0

Contact book 3 7 sl

i Microsoft CardSpace (WS-%)

Personal profile

E

user
profiles

B = 5LIM companents

Principal
= Single Sign-On and Federation

SLIM Adaptor . .
hdol Liver
Y. O

.-"; M - 1d Web Services, S04P
i
B - Identity Linking & Virtual Directories

o Microsoft Live ID (Passport)
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Thatsit

Slides on: keepthebyte.ch
Links on: del.icio.us/keepthebyte/openid
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